O Mepax no npeA0TBPAIIEHUIO NMPECTYIJIEHWI B OTHOLLIEHUH
HECOBEPIIEHHOJIETHUX MOCPEACTBOM MCIOJIb30BAHUS CETH

HNurtepuer
K yuciy onHOM M3 caMbIX JEMCTBEHHBIX U3 HUX SIBISETCS MH(GOPMAIIMOHHO-
pa3bsICHUTEIbHAS pabora, HaIlpaBJICHHAs Ha MOBBIIICHUE YPOBHS

OCBEIOMJIEHHOCTH JieTel 00 MIHTepHeT yrpo3ax u Mepax 3alluThl OT HEE, IPU 3TOM
OCCKOHTPOJILHOE HCIIOJb30BaHUE JEThbMU ceTu WHTEepHET, MOXET MPUBECTU K
BO3MOKHOMY COBEPIIICHUIO B OTHOIICHUU HUX MPECTYIUICHUN, B TOM YHUCIIC OHU
MOTYT CTaTh JKEPTBAMHU CEKCYaJIbHOT'O MPECTYIUICHHUS.

[Ipu 5TOM, Ba)KHBIM HaIpaBiieHUEM MPOGUIAKTUKHU MPECTYIJICHUNA TPOTUB
MOJIOBOM  HEMPUKOCHOBEHHOCTH  HECOBEPIICHHOJIETHUX, COBEPIIAEMBIX  C
UCIIOJIb30BaHUEM ceTh VHTepHeT, sBIsSeTCS MPEIOCTaBICHUE HHTEPHET
M0JI30BATENSIM HEOOXOJUMBIX MHCTPYMEHTOB M TEXHOJOTHM 3amuthl. [Ipexie
BCEro, pedyb HUIET O CPEACTBAaX YIpaBJIEHUs CBOUM MpoduUiIeM B COIHAIBHBIX
CEeTSAX, OTPAaHUYMBAIOIIUX O0BEM pa3MerniaeMol JUYHOW HH(pOpPMAIUHU, JOCTYI K
HEel CO CTOPOHBI TOCTOPOHHUX JIMII, MTO3BOJISIIONINX OJIOKMPOBATh HEXKEJATEIbHBIX
cobeceHUKOB U Tmpouee. I[loMUMO TEXHOJOTMUYECKUX HWHCTPYMEHTOB ISl
HECOBEPIIEHHOJICTHUX MOJIb30BaTENEeH, JTOJKHBI CYIIECTBOBATH u
JIOTIOJTHUTEIIBHBIC CPEJICTBA 3aIUTHI, IPeTHASHAYCHHBIC JJIsI POJIUTEINCH (CpeacTBa
«POJIUTENHCKOTO KOHTPOJIS»). BONbIIYyI0 3HAYUMOCTH CPEACTB MPEAYIPEKICHUS
BCTPEYM HECOBEPIIECHHOJIETHETO C MPECTYNHUKOM B COIIMAJIBbHOM CETH HMEIOT
COOTBETCTBYIOIINE HACTPOUKHU «IIPUBATHOCTH.

Emé onnum HanpapieHneM npoduiIakTUKU MPECTYIICHUN MPOTUB MOJIOBOM
CBOOOJBI W HENMPUKOCHOBEHHOCTH HECOBEPIIEHHOJIETHUX, COBEPIICHHBIX MU
UCIIOJIb30BAHUEM CEeTH VIHTEpHET, SBIJISIETCS KOHCYJIbTAIMOHHAs TMOMOILb
HECOBEPIIEHHOJIETHUM, a TaKXe poauTessiMu u megaroram. OHa HeoOXxonuMa B
TEX CIy4asix, Korjga peOEHOK y>Ke CTOJIKHYJCS C MPECTYMHHUKOM B BUPTYaJIbHOM
NPOCTPAHCTBE U HE UMEET CTaHAAPTHOTO Habopa 3HaAHUI 0 HEOOXOAMMOM MOIENH
NOBEJICHUS B TAKOW CUTYaLIUH.

Cnenyer orMetuTh, uTo WHTEepHET 1isi neteit Taut B ceOe MHOXKECTBO
OMacHOCTEH, U BOT OCHOBHBIE W3 HHUX: 3allyTHUBaHUE, MPECIICIOBAHMUE,
M3]IeBaTEeNILCTBO, HACMEIIKU W JPYTU€ JEUCTBUS, KOTOPhIE CIOCOOHBI HAMYTaTh,
YHU3UTh U UHBIM 00pa30M HEraTMBHO BO3/JE€HCTBOBATh HAa PEOEHKA; BXOXKICHHUE B
J0OBepUe K peOEHKY C IIeJIbI0 MCMOJIb30BaTh €r0 B JajbHEUIIEM JIJIsI MaXWHAIIUM,
CEKCYyaJlbHOI'O0  YJOBJIETBOPEHHS, JpPYIMX BHJIOB HACWIHs;, IIPOU3BOACTBO,
pactpocTpaHeHHEe ¥ WCIOJIb30BaHUE JETCKOW MOpHOTpaduy WM MaTepHAIIOB,
M300paxarolnX CEKCyalbHOE HACUIIUE HAJl IETbMU, KOTOPbIE MOTYT HAHECTH BpE
(bU3UIECKOMY HIIH TICHXOJIOTHICCKOMY 3JI0POBBIO peOEHKA.

UtoOBl peOCHOK HE CTall )KEPTBOW MPECTYIUICHHSI, TIOMPOCUTE €T0 HUKOMY
HEe co00IaTh TUYHBIE JAHHBIC: UM, BO3PACT, HOMep TenedoHa, JOMAITHANA ajapec,
HOMep 1IKOJIbI. OOBSICHUTE, UTO HE CIEAYET BbICHUIATh CBOU (poTOrpaduu JOIM,
C KOTOPBIMU OH MO3HaKoMuJics o MHtepHery.



[Tonmpocute pebEHKa cpa3y e paccKa3blBaTh BaM O HEHPUSITHBIX CUTYaIUsIX
BO BpeMsl OOIIEHMS] B MHTEPHETE, MOJYEPKHYB, YTO BBl HE OylIeTe CEpPAMUTHCS, O
yeMm Obl OH HH CKa3all.

[IpocmatpuBaiite uHGOpPMALIUIO, COAEPKALIYIOCS B KOMIBIOTEpE WIH
MOOMJIBHOM YCTPOMCTBE Ballero peb€Hka. ITo MOMOKET BaM KOHTPOJIUPOBATH €T0
oOuenue B cetu. Ho momuuTe, 4TO peOEHOK MOXKET MOJB30BaThecsl UHTEpHETOM HE
TOJIBKO JI0OMa, HO U B 1IKoJie, IHTepHeT-Kiyde, y apy3ei.

Hanomunaiite peOEHKY 0 TOM, 4TO Bce npasuiia Oe3onacHocTu B MiHTepHeTe
OCTAlOTCA B CWJIE M TOTZA, KOTAa OH IOJb3YETCs KOMIIBIOTEPOM M BHE J0Ma,
Hanpumep B HTepHET — Kade uin y Apy3ei.

Ecnu pebGEHOK Bce-Taku MOJABEPrcsi MPECTYMHOMY BO3JEHUCTBUIO B CETH
NHTepHeT, coXpaHsANWTe CIOKONCTBUE; OT Balllel pEaKIIMM BO MHOTOM 3aBHCHT, KaK
peOEHOK BOCHPHUMET U MEPEKUBET 3Ty CUTyalMio. BHUMAaTenbHO OTHECUTECH K
cioBaM peOEHKa, He OTOpachiBas MX KaKk HEUTO HeBeposiTHoe. [laxe ecnu 31u
(akThl HE UMENIM MECTa, OYEHb BaXKHO MOHATHh UCTOKH ero ¢anTtazuu. [loroBopure
¢ pebEHKOM, MocTapaiiTech y3HaTh TOUHbIE (PaKThl, HO HE JaBUTE, HE BbHIMOTaWTE
UCIIOBE/Ib HACUJIbHO. BHUMAaTENbHO BCHyIIMBAHTECh B TO, YTO PEOEHOK TOBOPUT
cam, J100pOBOJIBHO.

Ycnoxkoiite pe6éHKa, JaliTe eMy MOHATh, YTO BbI JIOOUTE €ro U HU B YEM HE
oOBHHsIETE, U30aBbTE €r0 OT YYBCTBA CThIJIA U BUHBI.

OOBsicauTe peOEHKY, YTO O CiyduBIIeMcs: (akTe HE0OXOJAMMO paccKaszaTh
CHEeIUaINCTaM — TICUXOJIOTy, Bpady, HEOO0XOAUMO OOpaTUThCA B IMOJIUIIMIO,
ciencTBeHHble opraHbl. OOBSICHUTD, YTO ITH JIIOJIA MMOMOTYT CHAENATh TaK, YTOOBI
OH 4yBCTBOBaJI ce0Os B 6e3omacHocTu. Heobxoanumo aaTh peOEHKY MOHSTh, YTO BBI
NOHMMAETe, YTO OH UYBCTBYET, HO BBl HE JJOJKHBI OCTaBJISITh €My BHIOOpA.

IIpaBuia mose3noro u 6esonacHoro MurepHera a5 poauresien

* VYcraHOBUTE HA KOMIIBIOTEp CHEIUAlIbHbIE AHTUBUPYCHBIE MPOrPaMMBbl U
HACTPONKH 0€30MaCHOCTH, KOTOPBIE MOMOTYT OJIOKUPOBATh HETATUBHBIA KOHTEHT.
* JloBepuTeNbHBIC OTHOIICHHUSI C PEOCHKOM TMO3BOJISIT BaM OBITh B Kypce ¢ KaKou
uH(pOpMaIeil OH CTATKUBAETCS B CETH.

* OOBSICHUTE NETAM, YTO HEOOXOIUMO MPOBEPATH WH(OpPMAIUIO, TIOJTYYCHHYIO B
WNuTepHeTe, a npu OOIIEHUU C IPYTUMU MOJIH30BATEISIMU OBITH APYKEITIOOHBIMHU.

* HayuuTte nereil mpaBWUIILHO pearupoBaTh Ha OOWIHBIC CJIOBA WIHM JICUCTBHS B
NuTtepHere: He CTOUT OOILIATHCS C arpeCCUBHO HACTPOEHHBIMU MOJIL30BATEIISIMHU.
Yo6enutech, 4TO OCKOPOJICHUS U3 CETH HE TIEPEIILTN B PEAIbHYIO KU3Hb pEOCHKA.

* Pacckaxute peOeHKY 00 OMacHOCTH BCTPEUYH C HE3HAKOMBIMH JIIOJIBMH, C
KOTOPbIMM OH MOXET MO3HAKOMHUThCS B MHTepHETe: Ha BCTpeyy B peajbHOU
KU3HU 00513aTEIHHO HYKHO B35ITh C COOOH B3POCIIBIX.

* Huxornma He OTKpBIBAlTE€ BIOXKEHUS, MPUCIAHHBIE C MOJO3PUTEIbHBIX W
HEU3BECTHBIX BaM aJIpECOB - HAYUUTE ATOMY peOeHka!

* OObscHUTe pebdEHKYy, 4YTO Heyb3sd pasriamarth B HHTepHere uH(OpMaIuio
JUYHOTO XapakKTepa: uMsl, aapec, TeaedoH u T.11.



* Ilpoundopmupyiite pebGeHka O camMblX pacHpOCTPaHEHHBIX METOAaX
MOIIIEHHUYECTBA B CETH.

* VY0enutrech B 0€30MaCHOCTU caiiTa, Ha KOTOPOM Bbl WJIM Ball pPeOCHOK
IUTAaHUPYETE COBEPIIUTHh NOKYNKy. He ocrtaBisiite B CBOOOJHOM JocTyne st
pebeHka OaHKOBCKME KapTbl M IUIATEKHbBIE JAHHbBIE Uil CaMOCTOSATEIBLHOrO
COBEpILIEHUS MTOKYIOK.

* Hcnonb3yiiTe Ha CBOEM KOMIIBIOTEPE TOJIBKO JIMIEH3UOHHBIE MPOTrpaMMbl U
TaHHBIE, TIOTYYCHHbIC U3 HAJIeKHBIX HCTOUHUKOB.



